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SUMMARY & CONCLUSIONS

This paper introduces STAR, a next-generation, cloud-
based tool that transforms software reliability assessment
through data-driven prediction and decision support. Unlike
traditional single-curve software reliability growth models
(SRGMs), STAR employs a flexible multi-curve algorithm that
adapts to the dynamics of modern software development,
including agile practices, staggered feature releases, and
variable defect discovery rates.

STAR enables project managers, developers, and quality
assurance teams to make informed decisions throughout the
software development lifecycle. By integrating real project data,
STAR provides:

e Accurate predictions of defect arrival, closure, and open
backlog

Key quality metrics such as %Residual and %Open defects

Visualizations that make complex statistical results easily

interpretable

e FEarly defect prediction using effort-based leading
indicators

e Simulations of corrective actions and their real-time impact
on quality

Through its intuitive web-based interface, STAR ensures
global teams' accessibility at any time. It eliminates the need for
specialized statistical expertise or local installations, making
high-end software quality analytics available as a Software-as-
a-Service (SaaS) platform. STAR has successfully applied its
technology in industrial and research settings, including
deployment in Nokia’s flagship division, a current trial
collaboration with NASA, and an extended trial with System
Engineering Consultant (SEC).

Several enhancements are planned for STAR. These
include:

e Integration of Al to support adaptive learning in defect
prediction and automated anomaly detection

e Incorporation of cybersecurity factors, enabling STAR to
assess vulnerabilities in defect data related to security

e Expansion into hardware reliability analysis by integrating

STAR with FUSION, an NSF-funded digital engineering

platform, enabling concurrent evaluation of hardware and

software failures

A novel prediction technique based on historical release
data, akin to machine learning for dynamic environments,
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further improves early-stage forecasting. Together, these
advancements position STAR as a powerful, extensible platform
capable of evolving with the needs of modern software and
system engineering organizations.

1. INTRODUCTION AND BACKGROUND

Digital transformation [1] involves adopting digital
technologies to improve or reinvent products, services, and
operations, ultimately enhancing value through innovation and
efficiency. At its core, cloud technologies enable agility,
collaboration, and customer focus. Imagine a future where
quality teams no longer manage custom spreadsheets. Instead,
data from defect logging systems is automatically collected,
cleaned, and transformed into reliability analytics. Quality
managers can access real-time metrics to guide launch decisions
without relying on technical experts or complex models. STAR,
the tool introduced in this paper, enables this future,
empowering teams to make data-driven decisions with ease and
precision.

The software reliability market is undergoing a significant
shift, driven by growing demand for specialized tools. The
software quality assurance sector is expected to reach $20.8
billion by 2030, growing at a CAGR of 8.8% [2]. This paper
introduces STAR—a cloud-based software reliability tool that
combines advanced analytics and visualization to support users
across all roles in understanding and improving software
quality.

a. Software Development Process vs. Defect Injection &
Removal

A software release consists of newly developed features or
functionalities that go through a structured software
development lifecycle, including requirements specification,
software design, coding, and testing against predefined criteria.
This lifecycle is illustrated in Figure 1. Upon completing
internal testing, the software enters the acceptance testing phase
at the customer site before final deployment for commercial use.
Software defects are identified during both internal and
customer testing. Quality improves over time through an
iterative “find-and-fix” process that includes internal testing,
customer testing, and operational feedback. As a result,
development teams often address defects discovered internally
and externally after the initial software delivery.

Okumoto —1



New Features
Identified for Release
R

New Defects

Introonng i etoase | | Old Defects Carried Over
R

from Previous Release.

STAR focuses on defects
found during the
software development

Defects Carried Over to Release

Defects (Found & Fixed)
-_— -

Software Life cycle

Figure 1. Software Development Process Vs. Defect Injection
And Removal

Nevertheless, some defects surface during the operational
phase after deployment, potentially leading to service
interruptions or system failures. Understanding the distinction
between defects and failures is essential. In this study, we
classify critical severity defects as software failures, based on
standard severity classifications. This paper focuses on defects
found during software development and testing.

b.  Software Reliability Growth Modeling (SRGM)

A primary challenge engineering teams face is evaluating
software quality and using that evaluation to guide release
decisions. Predicting the number of remaining defects and their
potential impact is particularly critical in projects with fixed
delivery schedules.

Software Reliability Growth Models (SRGMs) describe
how the reliability of software improves as defects are
discovered and corrected during testing or operation. Reliability
is not static; it evolves as failures are observed and fixes are
applied. SRGMs provide a quantitative framework to measure,
predict, and manage this improvement.

These models analyze cumulative defect detection data to
identify the trend or shape of the defect curve. Early work on
SRGMs in the 1970s [3-5] began with simple representations,
such as step functions for defect rates, a significant
advancement at the time. Later, the models evolved into
stochastic processes, most notably exponential growth curves
[5], where defect discovery was modeled as a time-dependent
process. Applied initially to system test data, these models
proved reliable and gained broad adoption, encouraging
researchers to extend their applicability to broader testing
phases.

As software testing became more complex, modeling
defect discovery across the entire test lifecycle grew
increasingly complex. Over 200 SRGMs have since been
proposed [6—14], developed under various assumptions, and
tailored to different testing environments. Most of these models
rely on a single, continuous curve to describe the defect
discovery process throughout testing.

We selected the top five SRGMs based on their high
citation frequency, broad industrial adoption, historical
significance, and diversity of modeling approaches. Table I
summarizes each model with its year of introduction, type,
underlying assumptions, key equations, and representative
applications.
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Table 1. Comparison of Top 5 SRGMs

Jelinski— 1972
Moranda

Exccution-time  Fixed faults; equal
hazard; failure rate drops

as faults are removed

()  remaining faults Foundational,
teaching,
benchmark

Littlewood— 1973
Verrall

Bayesian Prior on failure intensity;

update with data

Posterior o prior x
likelihood

Limited data;
parameter
uncertainty

Goel— 1979
Okumoto

NHPP
(Exponential)

Poisson arrivals;
exponential decay in rate

m(H) =a (1 - exp(-b)) Widely used

baseline, industry

Yamada S- 1983
Shaped

NHPP (S-shaped) ~ Learning effects: slow-

then-fast-then-saturate

m(t)=a (1 - (1+bt) exp(~ Projects with
b)) delayed detection
Musa— 1984
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NHPP
(Logarithmic)

Logarithmic decay in the
exccution time domain

m(x) = (1/6) In(1+0N7) Industrial use, Bell

Labs, NASA

¢.  Non-Homogeneous Poisson Process (NHPP)

Most SRGMs are formulated using the concept of the Non-
Homogeneous Poisson Process (NHPP). To conceptualize this,
consider a finite number a of defects. The probability that a
defect is discovered by time ¢ follows a cumulative distribution
function F(¢). The defect discovery process N(f) can initially be
modeled using a binomial distribution, as shown in equation (1).

PN =n} = () F@O"[1 - F©)]*™ (1)

Since a is typically large, the binomial distribution is
approximated by a Poisson distribution with a mean value
function m(t), as shown in equation (2).

PIN(D) = n} = m(t) exp U/ 2)
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Figure 2. Sample software reliability growth model (SRGM)

This yields a generalized NHPP model. It implies that the
number of defects found in a given time interval follows a
Poisson distribution with a mean based on the interval’s length.
The mean value function m(t) = aF(¢) represents the expected
number of defects detected by time ¢. For example, the
exponential model is described using NHPP, where the mean
value function has the form shown in equation (3).

m(t) = a{l — exp(=bt)} (3)
The NHPP assumption enables statistical methods, such as
maximum likelihood estimation (MLE), to determine
parameters a and b, as well as confidence intervals, using
standard approximation techniques.

Consider the following example in Figure 2: Suppose an
SRGM forecasts 4500 defects. At week 19 (the current time),
2500 defects have been found. Assuming testing continues
steadily, the model predicts an additional 1200 defects will be
discovered over the next 11 weeks before release. Thus, the
number of remaining defects at delivery is 800 (= 4500 — 3700),
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resulting in a residual defect percentage of approximately 18%
(= 800/ 4500).

These metrics are crucial for informed decision-making and
will be further explored in Section 4.

d. State-of-the-Art in SRGMs

Exponential SRGMs [3, 4, 5] introduced more than 40
years ago remain widely used due to their simplicity and clarity.
They assume that the software contains a finite number of
defects, each of which is independently discovered over time
according to an exponential distribution. These models utilize
the NHPP framework to statistically estimate key parameters,
forming the basis for various software quality metrics. While
initially applied to system testing, exponential models have
since been adapted to span the entire testing lifecycle, including
feature, integration, and functional testing.

Newer models introduce additional complexity to enhance
adaptability by incorporating alternative statistical distributions,
such as the Weibull, Gamma, and logistic distributions. These
modifications enable more accurate modeling of real-world
defect discovery patterns, particularly when the data indicates
fluctuating detection rates. Such models often result in S-shaped
curves, as described in references [6-9, 11-13].

2. STAR OVERVIEW
a. Whatis STAR?

STAR [15, 16] is a transformative digital engineering tool
designed to modernize software quality assurance by integrating

Will we be ready for delivery on time with acceptable quality? @

Percentage Residual Defects (Will we find enough defects?) 25.8% 12.1%

Percentage Open Defects (Will we fix enough defects?) 10.6% 4.2%
Will we find enough defects? @
Defects Remaining Until 316 632
Defects Remaining After 592 217

Percentage Residual Defects 25.8%

Cumulative Defect Prediction

Arrival (Actual)  Closure (Actual)  Arrival (Predicted)  Closure (Predicted)

data-driven analysis into the software release decision-making
process. This advanced, cloud-based platform enables real-time
evaluation of software quality. It is developed explicitly for
practitioners responsible for ensuring product quality and
making critical decisions about software readiness for release.
Being web-based and fully automated, STAR promotes
seamless collaboration across different teams, projects, and
product components.

STAR combines the principles of Software as a Service
(SaaS), automated analytics, and dynamic visualizations to
address many of the questions and challenges. As a SaaS
solution, STAR enables users to access the platform from any
location, eliminating the need for software installation or
maintenance, and significantly improving usability and
deployment speed. By embedding automated analytics, STAR
removes the need for specialized domain expertise, making
advanced statistical modeling accessible to a broader range of
users. Its visualization capabilities simplify complex results,
allowing stakeholders to quickly interpret trends and insights,
thereby supporting faster, evidence-based decision-making.

Figure 3 showcases STAR outputs, including predicted and
actual defect arrival, closure, and open curves. The top-left table
shows the current quality snapshot at two key milestones: D1
(Delivery for Trial) and D2 (Delivery for Deployment). This
enables project managers to assess whether the software meets
the defined quality thresholds for each stage. Additional tables
provide supportive quantitative data, while the charts visually
compare actual trends with predicted ones. Analytics behind the
charts will be discussed in Section 4.

Defect Arrival / Closure

Arrival 1,387 1,704 2,019 2,296

Closure 1,189 1,524 1,935 2,296

Open 198 180 84 0

Will we fix enough defects? @

90% Lower/Upper Limit 168 /191 68/100
Open Defects 180 84
4.2%

Percentage Open 10.6%

Open Defect Prediction

A

Open (Actual)  Open (Predicted)  Lower Limit  Lower Limit

Figure 3. Star Executive Summary View

STAR also addresses the broader challenges raised in
earlier sections, especially those related to accessibility,
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collaboration, and technical barriers. A previous version of
STAR [17-19] was tailored and deployed in Nokia’s leading
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business unit, where it played a key role in supporting their
Quality Improvement Process (QIP). The current version is also
undergoing a trial collaboration with NASA, further validating
its applicability in complex, high-stakes environments.

b.  Star Architecture

STAR streamlines the entire data processing pipeline—
from raw input acquisition to final analytics output. Its
architecture, illustrated in Figure 4, is deployed on the AWS
cloud platform and designed to handle scalability, performance,
and interoperability.

The process begins with data extraction from various defect
tracking systems via RESTful APIs implemented in Flask.
Extracted data is stored in two separate databases: PostgreSQL
for structured data and DynamoDB (a NoSQL database) for
unstructured or semi-structured data. This dual-database
approach enhances performance and scalability across queries
and analytics. Before storage, a comprehensive pre-processing
phase ensures that the data is consistently formatted and
prepared. This step includes time-based aggregation (e.g.,
weekly bins) and alignment of input variables for the analytics
engine. A crucial pre-processing function is to harmonize
inconsistencies across multiple sources and projects. For
example, different systems might use labels for the same
attribute, such as ‘priority’ versus ‘severity’. STAR resolves
these discrepancies through intelligent field mapping and
normalization.

Pre-processing also handles contextual interpretation, such
as mapping a defect to a specific geographic region or
organizational unit, and detecting duplicates or cross-release
redundancies. These functions ensure that quality assessments
and cross-project comparisons remain valid and meaningful.
The core analytics engine is built in Python, enabling advanced
statistical modeling and machine learning capabilities. The user
interface uses JavaScript ES6 and the React framework,
ensuring a modern, responsive, and intuitive user experience.
STAR uses Terraform for Infrastructure as Code (IaC) to
support automated deployment and configuration management.
These architectural elements provide a powerful, flexible
foundation for delivering robust, real-time insights into
software quality across complex, multi-release environments.

3. STAR USER INPUT DATA

Actwal -~ Total Defects
§ o | T aea=aes ResidualDefcts
§ w0 T g §
H . P ®
i ) - :
3 : o
{ 3 h 4
3 L /: ) < >
w M - B il
/ 2]

o w e Actual
Curve 3

Delivery  Deployment
Curve_ 1
Curve

Figure 4 - Star Arrival Curve - Logic

STAR provides a user-friendly, menu-driven interface to
simplify the configuration and uploading of data for analysis.
To begin, users navigate the release configuration page by
selecting the “User Inputs” menu and clicking “Release
Config.” This page is organized into two main sections: one for
entering release parameters and another for uploading defect
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data. In the release parameters section, users can enter key
project milestone dates. These include the project start date, D1
(Delivery for Trial), and D2 (Delivery for Deployment).
Accurate input of these dates is essential for aligning STAR’s
analytics with the project timeline.

Users should click the “Download Sample Defects” link to
upload defect data. This action provides a downloadable
template, shown in Figure 8, which outlines the required data
format. Users must populate this template with their defect data,
ensuring it conforms to the format and instructions provided at
the bottom of the page. Once the defect data has been saved in
CSV format, users can select the file using the “CHOOSE CSV
FILE” button. After selecting the appropriate file, clicking the
“UPLOAD DEFECTS” button initiates the upload process.

Upon successful upload, STAR automatically displays the
uploaded data below the upload box for user verification.

This visual feedback lets users confirm that their data has
been correctly formatted and processed. The same upload
procedure applies to effort data, which is used for early defect
prediction and further analytics within the STAR platform.

4. STAR ANALYTICS
a. Defect Trend Analysis

This section presents innovative methods for predicting
defect arrival, closure, and open curves. We also provide sample
STAR outputs.

Defect Arrival Curve

Traditional software reliability models often use a single-
curve approach to represent defect arrivals. In contrast, STAR
implements a multi-curve method based on multiple
exponential models, each corresponding to a specific
development phase. This is particularly useful when features are
gradually introduced, resulting in distinct waves of defect
arrivals. An algorithm automatically detects inflection points—
where the trend shifts—and applies maximum likelihood
estimation to determine model parameters. The result is a highly
accurate piecewise exponential fit that outperforms single-curve
models. Figure 4 illustrates the logic of piecewise exponential
curves. Figure 3 shows a sample output of the STAR arrival
curve, which appears near-perfect.

Theoretically, for each period i, the cumulative defects mi(?)
are modeled as:

m;(t) = a;[1 —exp{—b;(t —t;_)}] +
mi_4(ti—y) Vi <t < “4)
where a; and b; are parameters for total defects and defect rate,
and ¢ lies between two inflection points, #.; and #. This
algorithm's flexibility accommodates various data shapes and
sizes.

Defect Closure Curve

Closure curve predictions are derived by shifting the
predicted arrival curve to the right, based on actual closure data.
Typically, the last two closure data points determine the optimal
shift. Figure 3 illustrates the arrival and closure curves, which
help demonstrate how closely the closure curve aligns with the
arrival curve.

2026 AR&MS Tutorial Notes



Defect Open Curve

The open defect count—also known as backlog—is
calculated as the difference between the arrival and closure
curves:

Open Defects = Arrival Defects - Closure Defects  (5)
This metric is crucial for determining readiness for delivery.
Figure 3 shows the strong alignment between actual and

predicted open defect curves.
b. Key Metrics for Software Quality Assurance

Predicted arrival, closure, and open curves enable the
calculation of essential quality metrics:

% Residual Defects

We standardize residual defects by the total number of
defects, making this metric applicable to a diverse range of
projects. Its definition is as follows:

. Total Defects—Defects Found
% Residual Defects = ont lDeff =
a ec

(6)

Residual defects are expressed as a percentage of the total
predicted defects: Acceptable (Green): < 15%, Warning
(Yellow): 15%-25%, At Risk (Red): > 25%.
% Open Defects
The defects found normalize open defects as:
Defects Found—Defects Fixed
Defects Found

% Open Defects =

(7)

Our recommended threshold values, grounded in practical
experience, are as follows: Acceptable (Green): < 5%, Warning
(Yellow): 5%—10%, At Risk (Red): > 10%.

Release-Readiness Assessment

Combining the residual and open defect metrics allows a
visual readiness assessment. STAR calculates critical metrics
such as %Residual Defects and %Open Defects to help evaluate
whether a software release meets the desired quality thresholds.
These metrics are illustrated in Figure 3, providing clear
indicators of release preparedness at key milestones, such as D1
and D2. In the example, D2 (Deployment) meets quality
standards, while D1 (Trial) does not.

c.  Early Defect Prediction for Software Release Planning

Project D Release B: Early Defect Prediction Curve with Actual
Defects Overlaid
1200 5000
= 4600 Predicted Defect Curve ik
g [ % 4000
g = 21 _4— 3000
S 600 Actual Defects Overlaid _,,/'/l o]
- 7 . &
2000 2
= 400 {/ : I Q
S Lo Effort Curve L) 1000
‘“ D1 D2
0 =¥ 1 1 0
) o < ) Q N N N
™ %
SRR N S N A LN
DV o @ B Vo qo i
S I RN G U N GO G

Figure 5 — Early Defect Prediction With Actual Data

Conventional SRGMs rely on actual defect data, limiting
their utility in early planning. STAR addresses this by
forecasting defects using early effort data, which is crucial for
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resource allocation and risk management in fast-paced
environments.

Input Data for Early Prediction

Effort data serves as a proxy for early defect prediction, as
development effort reflects the complexity and content growth,
and test effort mirrors test progress, correlating with defect
detection.

Preprocessing Effort Data

Effort data is transformed to enable prediction: (a)
Normalize Development Effort (NDE) by test progress, (b)
Compute Defect Density (DD), which is defects per effort hour,
and (c) Calculate Target Defects (TD) at D1 and D2 by
multiplying effort hours by DD.

Transformation Algorithm

A transformation function shifts the normalized effort
curve horizontally (a, B) and vertically (y) to match the TD
values. Equations (12) and (13) define the mapping from (x, y)
coordinates to (Xnew, Vnew).

Xpew = @+ fx (12)
=vy

Vnew = (13)

The optimization minimizes the difference between
predicted and target defects. This three-variable nonlinear
problem is solved numerically using nested iterations. Figure 5
shows high accuracy between early predictions and defect data.
STAR automates the early defect prediction process and
predicts potential defect patterns using development and test
effort data even before defect data becomes available.
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Background and Introduction — (1/8)

- Software Development Process vs. Defect Injection &
Removal

STAR focuses on defects
found during the

software development

e

o g 2026 RAMS ~Tutorial 12A ~ Okumoto 3

Background and Introduction — (3/8)
- Software Reliability Growth Models: History

0 1970s: Foundational models (Jelinski —-Moranda,
Littlewood—Verrall) established the concept of defect -
driven failure rate reduction.

o Late 1970s—1980s: NHPP models (Goel -Okumoto,
Musa—Okumoto) became dominant due to better
mathematical tractability and industrial fit.

0 1980s: S-shaped models (Yamada) captured learning
and delayed fault discovery effects.

0 1990s—Present: Extensions and variations
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Overview

= Background and Introduction
= What is STAR (a next-generation online tool for
software reliability assessment)?

o Architecture, Userfriendly Inputs, Automated
Prediction Analytics, Quality Metrics, Early Prediction,
Prediction Stability, Quality Improvement Actions

= Summary & Conclusion
= Next Steps and Future Work
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Background and Introduction — (2/8)

- Software Reliability Growth Models:
Definition and Philosophy

= Definition: Software Reliability Growth Models
(SRGMs) describe how the reliability of software
improves as defects are discovered and corrected
during testing or operation.

= Philosophy: Reliability is not static; it evolves over
time as defects are observed and fixes are applied.
SRGMs provide a quantitative framework to
measure, predict, and manage this improvement.

[NV
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Background and Introduction — (4/8)
- Software Reliability Growth Modeling (SRGM)

Jelinski & Morand (1972) Statistical Modelling
DEFECT
COUNT?

(a-1)|

- (-2)

Non-Homogeneous Poisson Process

Q The number of defectsV(f) found by timet follows a Poisson process,
with the mean value functionm(#) being a function oft. P{N(t) = n} ( & )I_I )"[1 = F(t)*™

Q Fora small value of total defects, the distribution is approximately R/
binomial

Q For a largera, it is practically approximated by a Poisson distribution.

Q Various selections of F(r) will generate different shapes of curves.

O An exponentialdistribution with a rate ofb represents the simplest form
described in the above example.

P{N(t) = n} = m(t)" exp{—m(t)}/n!

m(t) = a{1 — exp(-bt)}
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Background and Introduction — (5/8)
- SRGM Example

Total = 4500
Residual Defects S BRI
=800 (18%) 1o="
& R B Predicted = 3700
g L
3 g—
S 500 . 1200 defectsin
= ! 11 weeks to go
-3 '
£ v
> )
< : Actual
Delivery = = = Prediction
19 30
Test Weeks
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Background and Introduction — (7/8)
- Comparison of Top 5 SRGMs

- ———

Jelinski— 1972 Executio  Fixed faults; equal hazard;  A(t) o Foundational,
Moranda n-time failure rate drops as faults remaining teaching, benchmark
removed faults
Littlewood— 1973 Bayesian  Prior on failure intensity; Posterior o Limited data;
Verrall update with data prior x parameter uncertainty
likelihood
Goel— 1979 NHPP Poisson arrivals; m(t) =a(l — Widely used baseline,
Okumoto (Exponen exponential decay in rate exp(-bt)) industry
tial)
Yamada S- 1983 NHPP (S- Learning effects; slow - m(t) =a(l — Projects with delayed
Shaped shaped) then-fast-then-saturate (1+bt)exp(-bt)) detection
Musa— 1984 NHPP Logarithmic decay in m(t) = (1/0) Industrial use, Bell
Okumoto (Logarith  execution time domain In(1+6N7) Labs, NASA
mic)
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Overview

= Background and Introduction

= What is STAR (a next-generation online tool for
software reliability assessment)?

o Architecture, Userfriendly Inputs, Automated
Prediction Analytics, Quality Metrics, Early Prediction,
Prediction Stability, Quality Improvement Actions

= Summary & Conclusion
= Next Steps and Future Work
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Background and Introduction — (6/8)
- State of the Art in SRGM

Parametric models (Dynamic) - Software
Reliability Growth Models (SRGM)

Exponential models S-shaped models

Q Parameter estimation
+ Curve fitting
« Total defects estimated
based on defect density
Q Functional shape

Q Parameter estimation
+ Statistical method of
maximum likelihood
estimation
Q Functional shape

Exponential growth curve « Weibull
+ Gamma
« Logistic
WAL
j@;‘ 2026 RAMS ~Tutorial 12A — Okumoto 3

Background and Introduction — (8/8)
- Challenges in SRGM

Complexity of S-shaped models

Rely solely on a single curve approach

Model comparison is based on goodness-of-fit,
not the predictability

Need to consider fixed defects in addition to
detected defects

Py,
j@; 2026 RAMS ~Tutorial 12A — Okumoto 10

STAR: Software Quality Assurance-as-a-
Service

- A cutting-edge, cloud-native platform revolutionizing
how teams predict, measure, and manage software
quality

SaasS Proven Automation &
Innovative Analytics

Visualization

Cloud-based tool Several output views to

available anytime,
anywhere, to anyone!

Guidance for Software suit all users from

Reliability Engineering developers to executives

An integration of Saa$, Proven Automation & Innovative Analytics, and Visualization for Software Quality Assurance|

A forefront of Digital Engineering Practice for High-quality & On-time Software Delivery

Achieve Significant Cost Savings and Improved Customer Satisfaction

<@7 2026 RAMS ~Tutorial 12A — Okumoto 12
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STAR: Visualization Outputs - Arrival, Closure,
Open Curves and Metrics for Release Readiness for Delivery

°
1 @orsosan) 020150656 Toul
[T S p———" EraT 7o 2o ™
Percantage Opam Oeec (4 st e i) o am 2 o 2am
w " o
° oo stct? @

Ovtct Ry e ) - 0% Lomsetype Link o i
Gt ey e ) m Open Ovtcs o "
Focoreaze Ronaun Detcs = [ perenage Open oo an

- o

o o A A Pront) Gt ot ot Open s Lo et Lower o

wA
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STAR: Architecture

Unified Backend

Software
Defects

aws

N’

Pre-processing

e

Core Engine

-

1

= hescd Eg[
Write

Internal
outeut Database

\oput/ st

Infrastructure: AWS & Terraform
* Ul JavaScript ES6 (React)
*  Unified Backed: Defect Tracking Systems e.g. Jira

* Core Engine: Python Scientific Stack
* Databases: PostgreSQL & NoSQL (DynamoDB)
*  APIs: Python Flask

*@’ 2026 RAMS ~Tutorial 12A ~ Okumoto 15

STAR: User Input Data

Release Configuration
Profctesones @ uplond Deec Data Ountioas Sarle Sxtect

o e chosen

Project Milestones
Start Date
D1 (First Delivery) Date o - w0 e te e e Ow wm e W
D2 (Final Delivery) Date
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2026 Annual RELIABILITY and MAINTAINABILITY Symposium

Overview

= Background and Introduction
= What is STAR (a next-generation online tool for
software reliability assessment)?

- o Architecture, User-friendly Inputs, Automated
Prediction Analytics, Quality Metrics, Early Prediction,
Prediction Stability, Quality Improvement Actions

= Summary & Conclusion
= Next Steps and Future Work
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STAR: User Input Data — Sample Defects

defect_id severity | arrival_date |closure_date
B1-1 ComponentA | Major | 11/20/2018
B1-2 Ct G| Major | 11/30/2018

B1-3 Component D | Major | 12/5/2018 | 12/11/2018
B1-4 | Component G | Critical | 12/13/2018
B1-5 | ComponentB | Major | 12/15/2018 | 12/27/2018
B1-6 Component C | Major | 12/15/2018
B1-7 ComponentA | Major | 12/15/2018
B1-8 Component G | Critical | 12/16/2018
B1-9 | ComponentA | Major | 12/16/2018 | 12/20/2018
B1-10 | ComponentB [ Major | 12/17/2018 | 12/21/2018
B1-11 | ComponentB | Major | 12/17/2018 | 12/27/2018
B1-12 [ C E| Major | 12/17/2018
B1-13 | ComponentB [ Major | 12/17/2018 | 12/25/2018
B1-14 | ComponentB | Major | 12/17/2018 | 12/25/2018
B1-15 | ComponentB | Major | 12/17/2018
B1-16 | ComponentC | Critical | 12/17/2018 | 12/19/2018
B1-17 | ComponentB [ Major | 12/17/2018
B1-18 | ComponentB [ Critical [ 12/17/2018
B1-19 | ComponentB | Major | 12/18/2018
81-20 | C B| Major | 12/18/2018 | 12/24/2018
"1 Camnanant R | Critiral 1/18/5me

i, |~ 2026 RAMS —Tutorial 12A — Okumoto 18
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Overview

= Background and Introduction

= What is STAR (a next-generation online tool for
software reliability assessment)?

o Architecture, Userfriendly Inputs, Automated
Prediction Analytics, Quality Metrics, Early Prediction,

Prediction Stability, Quality Improvement Actions

= Summary & Conclusion
= Next Steps and Future Work
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STAR: Arrival Curve — Automatically detect
inflection points, significant shifts in trends (2/2)

Algorithm:
QO Detects inflection points
where arrival rates change.
QO Applies Maximum
Likelihood Estimation
(MLE) to fit each segment
accurately.
Implementation: Developed
in Python for scalable
deployment on the cloud.
Result: Delivers a precise,
multi-segment exponential fit
that significantly outperforms
single-curve models.

Cumulative Defects

—e—Actual
Curve 3

mj(t) = a1~ exp{-b{t -

~20 2026 RAMS ~Tutorial 12A — Okumoto

Residual Defects

Total Defects

o~
g Delivery Deployment
’ ks
——Curve_1 —Curve 2
——Curve 4 ——Curve 5
tea)}] + mia(tis) fortii<t<t;

STAR: Closure Curve - Shifting the arrival curve to

the right (1/2)

Observation: In many
projects, the defect closure
curve closely mirrors the

Arrival Predicted

arrival curve, typically witha | =~ 2000 === Cosure Predicted
time delay. § o | oo
Conventional Method: No

widely adopted method

Cumulat

currently exists for
automated closure curve 0 L
prediction. y p
STAR Solution: Uses a RN S
nonlinear optimization
approach to find the optimal
time shift that aligns the
arrival curve with actual
closure data.

2026 RAMS —Tutorial 12A — Okumoto
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STAR: Arrival Curve — Automatically detect
inflection points, significant shifts in trends (1/2)

= Observation: Features are

= Conventional Method:Fits

= STAR Solution: Utilizes a

developed and tested
incrementally, producing
distinct waves in defect
arrivals.

Cumulative Software Defects

a single curve to the entire
dataset, often missing key
trend changes.

piecewise exponential model
that automatically adapts to
shifts in the trend.

2026 RAMS —Tutorial 12A — Okumoto

Cumulative View

Weeks from Test Start

STAR: Arrival Curve — Arrival Curve — Flexible

for diverse sizes and shanes

Component A

mulative Defect Prediction Cumulative Defect Prodiction

Component C

Avial Predeted  Closurs (redicied)

2026 RAMS —Tutorial 12A — Okumoto

Component D

Component E

) Al Prcicted)

STAR: Closure Curve - Shifting the arrival curve to

the right (2/2)

Algorithm: Automatically
determines the shift value
that minimizes the error
between the predicted and
actual closure curves.
Implementation: Built in
Python and deployed as a
scalable cloud-based
application.

Result: Delivers highly
accurate closure curve
predictions that reflect real
project behavior.

Arrival Predicted

2000 | = = = Closure Predicted =

Closure Actual 3=

= = = Delvery Date -

0,

2026 RAMS —Tutorial 12A — Okumoto 24
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STAR: Open Curve = Arrival Curve —

Closure Curve

*  Why It Matters: The
number of open defects, also | ..o
known as the backlog, is a ® ®
key indicator of project
quality and readiness.

« Definition: Open defects are
those that have been detected
but not yet resolved.

*  Goal: Ideally, all known
defects should be fixed by
the time of release to ensure
delivery quality.

« How It’s Modeled: The
open defect curve is
calculated as the difference
between the defect arrival
and closure curves over time.

[P

<y
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STAR: Release Readiness Decision
— % Residual Defects & % Open Defects

Will we be ready for delivery on time with acceptable quality? @

Percentage Residual Defects (Will we find enough defects?) 25.8% 124%

Percentage Open Defects (Wil we fix encugh defects?) 10.6% 2%

Total Defects — Defects found Defects found — Defects fixed

% Residual defects = % Open defects

Total defects Defects found

Will we find enough defects? Wil we fix snough defects?

AtRisk >25 AtRisk >10

Warning >=15 Warning >=5

Acceptable <15 Acceptable <5
Note Note:
D1 = Date Ready to Release for Trial D1 = Date Ready to Release for Trial
D2 = Date Reody to Release for Deployment D2 = Date Ready to Release for Deployment
thresholds customer *3S has established quality thresholds based on previous customer
exparences expenences.
[,
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STAR: Early Defect Prediction for
Software Release Planning — (1/7)
— Input Data: Development & Test Effort

Development effort hours reflect the complexity and growth
of content.

Test effort hours mirror test progress and correlate with
defect detection.

Test effort data
Max of test effort data

NDE = maz(DE) x %Test progress

Y% Test progress =

DE: Development effort
NDE: Normalized development effort

Dol 2026 RAMS ~Tutorial 12A — Okumoto 29
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STAR: Early Defect Prediction for
Software Release Planning — (2/7)
— Input Data: Sample Effort Data

Project D Release A: Development Effort vs. Test Effort
600

= Development effort
= 500
5
2 400 Normalized Test effort
b=
S Development effort !
S 300 gt
= '
£ 200 =
K] L
o 100 %

o 0 \W°\'q 0& 0"\07 0 W
%\\ .\Q\\ C’\'\ W\\ h\'\ \_’\\ %\\ \0\\ \,l\\

) O O O O O
S » ¥ ¥ 9
S o ) \@W oS
A

Py,
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STAR: Early Defect Prediction for
Software Release Planning — (3/7)
— Defects vs. Effort — Highly Correlated

Project D Release A: Adjusted Normalized Development Effort
o0 = 3djusted_normalize 3500
= 500 d_dev _effort ! 3000
2456 = Defects e | 2500
8 H 2
8 300 Defect Density | 2000 8
% DD = Defects / Effort | l 1500 g
£.200 - : 1000
& 100 p1 D2 500
0 — 0
Q) Q) o ) ) Q) o o
- 23 23 % i 23 i i
\\\xg \m\@ \\(5’ 3\\@ @WQ &\m“ 6\49 ﬁ\@
LU\ QP SN N
DD: Defect Densi DD — Defects
: Defect Density Effort Hours
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STAR: Early Defect Prediction for
Software Release Planning — (5/7)
— Transformation Algorithm

= Transform the effort curve
into the defect curve to
minimize the difference
between predicted and target
defects.

= This three-variable nonlinear
optimization is solved
numerically using nested
iterations.

Tyew = @+ 3 Horizontal shift

Ynew = VY Vertical shift

o A fixed delay in weeks
4 :An additional delay per week
~ : Aratio of defects to effort hour
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STAR: Early Defect Prediction for
Software Release Planning — (7/7)

— A STAR Implementation Example: Illustrates actual
defects that remarkably follow the predicted curve

Early Defect Prediction

Actusl  PPMPrediction  UpperLimit  LowerLimit  User input

2026 RAMS —Tutorial 12A — Okumoto 35
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STAR: Early Defect Prediction for
Software Release Planning — (4/7)
— Target Defects

Project D Release B: Adjusted Normalized Development Effort
with Target Defects

1200 5000
- [
S 1000
E 408 Target Defects B : ’ T AN0
8 ! 3000 £
S 600 ; &
x 2000 &
k4 ' o
£ 400 Effort Curve '
£ 5 1000
& 200 i
0 ' 0
W@,"’ _@«f” ’\9\9 x@?’ m@"’ WQ@ & 10@ ,@m"
PP AL L L L R AL
RIS G AR L A A\ (AL A

TD: Target Defects TD = Effort Hours x DD
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STAR: Early Defect Prediction for
Software Release Planning — (6/7)
— Transformation Results

Project D Release B: Early Defect Prediction Curve with Actual
Defects Overlaid

1200 5000
= {560 Predicted Defect Curve T
g | T ‘ 4000
£ 800 5 Bl =
8 . 1
=1 600 Actual Defects Overlaid ~000 ‘3
- \ <
= 400 420003
£ 1
£ 200 Effort Curve ' 1000
‘“ D1 D2

0 — = 0
J Q O N
I S O S R
UGN A L LA L\ g\
S\ MR L SO A L L
WAL
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Overview

= Background and Introduction
= What is STAR (a next-generation online tool for
software reliability assessment)?

» o Architecture, Userfriendly Inputs, Automated
Prediction Analytics, Quality Metrics, Early Prediction,
Prediction Stability, Quality Improvement Actions

= Summary & Conclusion
= Next Steps and Future Work
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STAR: Early Defect Prediction for Overview

Software Release Planning — (7/7) ,

— Prediction Stability vs. Goodness -of-fit = Background and Introduction

Most SRGM evaluations = What is STAR (a next-generation online tool for

rely on goodnessof-fi, software reliability assessment)?
which may be insufficient

in dynamic settings. 1 rr—— - o Architecture, Userfriendly Inputs, Automated
- fS‘TAi denllonftia_tl‘?ts both Exponential Model Prediction Analytics, Quality Metrics, Early Prediction,
it and early stability. .. 2. . .
. STAR mon)i]tors they Prediction Stability, Quality Improvement Actions
predicted defects at final - Summary & Conclusion
delivery (D2) every week An Early Defect
= This example shows that Prediction Model = Next Steps and Future Work
the early prediction with Effort Data
method provides
remarkably stable and e sy e ot s
accurate prediction.
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=
STAR: Quality Impact of Corrective Actions Overview
= STAR interactively simulates common quality improvement strategiesDelay the .
release, Increase developers Increase testers, Reduce the content | Background and Il‘ltl‘OduCthIl
= These selections dynamically update metrics and prediction curves. . . .
= Example: Increase developers and testers by 10%. = What is STAR (a next-generatlon online tool for

software reliability assessment)?

e = - o Architecture, Userfriendly Inputs, Automated

Prediction Analytics, Quality Metrics, Early Prediction,
T A T T Prediction Stability, Quality Improvement Actions
\ .
' AR - = Summary & Conclusion
/ff:" ,/ N = Next Steps and Future Work
7 -y
o, 172 °/
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Summary & Conclusions Overview
= Introduced a groundbreaking online tool, STAR, = Background and Introduction
transforming the landscape of software quality = What is STAR (a next-generation online tool for
assessment software reliability assessment)?
= STAR is designed to: o Architecture, Userfriendly Inputs, Automated
0 Address common inquiries in software quality Prediction Analytics, Quality Metrics, Early Prediction,
assessment Prediction Stability, Quality Improvement Actions
o Empower project managers to make welkinformed = Summary & Conclusion
degisiops regarding resources and the quality of - = Next Steps and Future Work
deliveries
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Next Steps and Future Work

= Introduce Al to STAR.
= Incorporate cybersecurity issues into STAR.

= Integrate STAR with FUSION, an NSF-
awarded digital engineering tool for software
and hardware reliability analysis.

= Incorporate a new prediction method using
previous release data, equivalent to a machine
learning technique in a dynamic environment.
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